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Ochranasit p edp istupem z
nezabezpe ené zony

Novinka!!! Pr myslovy bezpe nostni router Moxa EDR-G903

eSeni vSe v jednom Firewall / NAT / VPN
3 Gigabitové Combo porty

« Neomezuje p enososvou rychlost mezi
zabezpe enou a zabezpe enou zénou

Podpora redundantni linky do WAN
P ednastavené profily

e pro Vv tSinu pr myslovych protokol
Automaticky test zabezpe eni
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Ochranasit p edp istupem z
nezabezpe ené zdny

Rizika
PC s OS Windows jsou b nou sou asti
pr myslovych siti
ohro eni viry nebo skodlivym softwarem
nebezpe i p istupu do kritickeho
segmentu sit z venku

v tSina sou asnych kybernetickych
utok p ichazi z vnit ni sit
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EDR-G903 jako r outer

WAN1

q ——

J 1
|
I

Internet AN

Rozhrani
« WAN1
e WAN?2
e LAN

Sm rovani
e Statickeé
¢ RIP
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Nastaven i sm rovani - konfigurace
WAN1

WAN1 Configuration

Connection
Connect Mode O Disahle & Enable

Connect Type | Dynamic [P
Static P
PPTP DiaILFm
FPFoE
FPTF Connection || Enahle IP Address
ser Mame Fassward

DNS (Optional for dynamic IP or PPPoE Type)

Semver Semver 2 Semver 3
0.0.0.0 0.0.0.0 0.0.0.0

ncivre [l cancer |
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Nastaven i sm rovani - konfigurace

WAN 2
WAN2 Configuration

Connection
Connect Mode O Disable ® Enable O Backup DIMZ Enable

Connect Type | Dynamic [P ¥

-1 | Dynamic [P
PPTP Dial SPPoE

FPTP Connection || Enahle IP Address |0.0.0.C

Lser Mame Fassword

DNS (Optional for dynamic IP or PPPoE Type)
Server 1 Senver 2 Server 3

0.0.0.0 0.0.0.0 0.0.0.0
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Nastaven i sm rovani - konfigurace

LAN
LAN

LAN IP Configuration
IF Address

192168127 254 |fex 19216811
Subinet Mask

2552552550 (ex. 255 255 255.0)

ncivate [l Cancel
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Nastaveni sm rovani— Static ké

-
|
i

/ ‘:I :
Vi ™~

Static Routing

192.168.3.200

192.168.1.100 192.168.2.100 192.168.2.200

Enable

Marme To Remote
Destination Address 192.168.3.0 |
Metrask 2552552560 |

MHext Hop 192.168.2.200 |

Static Routing  (1/512)
e Destination Address Metmask Mext Hop =TT
~® o ToRemete 19216830 2552552550 1921882200 2
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Nastaveni sm rovani - RIP

5

LAN WAN1 |
| u‘

192.168.1.100 | 192.168.2.100 192.168.2.200 § %192.168.3.200
' N\

RIP State [Enable =]

[+ Enable WAN1 RIP

B Enable WANZ RIP

[ Enable LAN  RIP

[T Versiont v  redistribute static

=
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Redundance - Zaloha WAN

WAN1 e

Internet

WAN1 Aktivni
WANZ2 Zalo ni

WANZ2 Aktivni pokud
« WAN 1 ma stav ,link down*
* Neni odezva na ping od specifikovaného za  izeni
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Nastaven i redundance — WAN2 Backup

mode

WAN2 Configuration

Connection
Connect Mode O Disable O Enable & Backup

Connect Type | Dynamic [P v
=tatic IF

PPTP D.al%

PPTP Connection [ Enahle

LIser Mame

DNS (Optional for dynamic IP or PPPoE Type)

Server 1 Server 2

0.0.0.0 0.0.0.0

Activate

[P Address

Fasswiord

 concel

Server 3
0.0.0.0
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Nastaven i redundance - podm inky
p echodu na z alo ni WAN

WAN Backup Setting

Link Check ]
Fing Check []
||:l AN |
Interval |50 !l sec (1~1000)
T T
Retry 3 ||:*I ~1 01
Tirmeout 2000 s (100-10000)

sivie
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Firewall

Intranet

Kontrola paket
« P edani autorizovanych
e Zahozeni neautorizovanych

Nastaveni podminek
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Kontrola paket
= Intranet
%

Ethernet
Ot naticn Hoaroe
elhermsl & hernet Chete Crc emam
address sddress

IP Packet — T~~_

Soume hnﬂlu:n

TCP Packet S

Source TCP Drowtahahon
e R
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Konfigurace firewallu

podm mek
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— Nastaven i

HTTF 192.168.3.1

A, = A

. 2 AR LA (TCP) 197 168 3 100 All 192 168.127 100 g0 ACCERT
A 192 168.100.1
A LT 2 A 5 n

3 LAM WARNA [CMP 182168127 .1 All 192 165 100.954 All ACCEPT
4 ] All All | . All . \ All All All ﬂ-.lll 1 - 1\ ACCEPT 1

\ \ Y s 7 \ 7\ i

{

]

Y )\

Policy

Enable [v

tup

Interface From |AI|

Quick

LI Togf| All

Targets \ |ACCEPTLI

Source [P

Automation | UDF
Frofile

Service | |P Filter s-_i

Source Port All |

vt | vove [ oty [ o

Destination IP All |

Destination Port All _v,|
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Firewall Policy

Maximaln 256 podminek
Postupna kontrola dokud nedojde ke spin
Pozitivni list podml’nek

ni

MAC Address

1 LamM AN ICMP All All All All -
Lan WWANZ |CRIP Al All All All =

ACCEPT
ACCEPT

Negativni list podminek

Source e Destination
{ =tina )
Enable | Index | Input Output Protocol Bor Destination IP Bort

VAN LAN [CMP All All All All
2 AN LAM ICHP ll All All

Source IP

MAC Address
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P iklad — P ikaz Pin

|_ 1 Lary AN ICKP All All All All - ACCEPT -|
LAM VVAMZ [ All All All All ACCEPT

Z —
B ' 0w 0w o w om ow M - DROP

ICMP Request spl uje podminku 1
ICMP Reply nespl uje adnou podminku
Jak to, e p ikaz Ping funguje?
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Typy firewall - Stateful a Stateless

Stateful Stateless

[/ )v
= =
. « —~
Q Q Q
%, N
==

»

)

o et
(&
(i

W et

Stateful
* Firewall sleduje si ova spojeni
* Packety pat ici ke znamym spojenim jsou p edavany
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DMZ — Demilitariz ovan a zéona

Odd luje “Ve ejné slu by” od zabezpe ené
Sit
« HTTP, FTP, ...
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Konfigurace — DMZ
WAN2 Configuration

Connection

ConnectMode O Disable & Enable  Backup DME Enahle

Connect Type  Static [F

Address Information

IP Address  |0.0.0.0 Gateway | 000

Subnet Mask 0.0.0.0

PPTP Dialup
FFTP Connection Enahle IP Address | 000
LlIser Mame Fassword

DNS (Optional for dynamic IP or PPPoE Type)

Serer 1 Server 2 Server 3

0.0.0.0 0.0.0.0 0.0.0.0
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NAT — Network Address Translation

Mapovani IP adres
 Privatni Ve gjné
Zp soby mapovani
e 1-1

e N-1

e Port Forward



<ZELVAC

Konfigurace — NAT 1-1

Interne
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192.168.127.1

Network Address Translation

Enable 4 LAN/DMZ IP {122.168.127 1
NAT lode [ 1-1 =] WAN IP [192168.3 183
Interface

|WAN1 _|

MAT List

[ ewioeor [ e
Enable Protocol Source [P S Destination 1P sl an
Pori Port

. 2 AN ‘192‘158‘12?2 ‘192‘158‘12?2::2 = 192‘158335 =
3 WANA TCF = 21 192168127 .1 21
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Konfigurace — NAT N-1

s 192.168.127.254
.l 192.168.127.3

192.168.3.36

192.168.127.7
Network Address Translation
Enable v LAM IP Range |192 1684272 = |1EI2.1EE.12?.252
NAT lode [N-1 = WAN IP [192.168.2.36
Interface IWAN’I fl
o |
MAT List
FGH FGH
VAN 192158 12?1 1921581183 -
. VA Tz - . = — - 21 192.158.12?.1 21
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Konfigurace - Port Forward

192.168.3.36

Port 21 192.168.127.254

> 192.168.127.1
Port 21

Network Address Translation

Enahle v Protocol |TCF" ll
NAT Mode [Port Forward = WAN Port 21

Hiuars [want +] LAN/DMZ IP [192.188.127.1

LAMIDMZ Port |2'1
[curieer [l e

MAT List

Enable Protocol Source [P e Destination P BREEaGG
FPort Port

VAN 1892168127 1 192168.37183 =
WAN 192 168,127 2103 168,137 252 s 182 168.3.36 s
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Program

‘ Zabezpe eni sit : EDR-G903

e Redundance
 Firewall
e NAT

Centralizovana sprava sit
 MXview

Ethernetova redundance Moxa
* P ehled a srovnani technologii

Shrnuti
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Moxa MXview

Software pro centralizovanou spravu sit

Automaticka analyza sit
 Seznam za izeni, schéma topologie...

Hlaseni udalosti v realnem  ase
* Vypnuti za izeni, odpojeni linky, stav Turbo Ringu...

Centralizovana konfigurace
« Export/import konfigurace, upgrade firmwaru...

Protokoly udalosti a zati eni sit
« Zaznam udalosti, historie alarm ...

qd

22
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Struktura softwaru MXview

Lokalni system

|
(= =Y I
|
|
|
Server ! Local User :

Vzdaleny p istup

5&‘5

Remote User

Internet

III!"
I -ln

Monitorovani sit a
sprava za izeni
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MXview

r—=—=—-=-=-=--

|
1 Seznam
: za izeni

- L R L ST S By NG | e O

=

LS VI S
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Project View Device Link Information Event Tools Help

bl = b Lt & i d
I WVI@W Irietsidal iaivose Sy mant Sofiukie

|

DevcelisT —

=™ Root

Ring

¥ 192 168.127.21-EDS-4084
¥ 192.168.127.22-ED3-4084
¥ 192.168.127.23-ED3-4084
¥ 192.168.127.24-ED3-4084
¥ 192.168.127 25-EDS-4084

1 W 192.168.127 26-EDS-408A
W 192.168.127.27-EDS-408A
r-—-——.-—-—-—.—.-— e e s S e e
1 Device Properlies
| i ) Model Nawe  EDS-4084
-4 1P hddress 102.168.127.27
: VIaStnOStI ) HAC fddress O0A0ES1 54587
1 T ) Name Hanaged Redundant Switch 03404
1 Za Izenl - Location Ringl-50
- Description k4 EDE- 4054
1 - Fimware Yex  T2.6
1 £ Netnask 255.255.255.0
I e
|
|
1 ! :
s i
; Nahled * -
1
. 1
: topologie -l
| I i 1
|
S NS R 7 R R - W

4
b

Ang

=

@ mirm Hnin
Rrgaea E

1zeaizr e
y..m.,.,.‘

Mapa topologie

Eﬁecent Events Event Gount [Ji] 40 3 W4

1D w i Source Source [P Severity Description Time |ssued

{os MXview Server 0.0.0.0 System Information  The nade limitis exceed... 2010-10-23 18:0318 &
197 MXvigw Server 192.168.127 250 Informatien Device SNMP reachable  2010-10-20 16:01:12 :
496 MAview Server 192.168.127.32 Informaticn Device ICMP reachable  2010-10-29 16:00:20

185 MAview Server 192.168.127.31 Informaticn Device ICMP reachable  2010-10-29 16:00:20

194 IAview Server 192.188.127.27 Information Device ICMP reachable  2010-10-29 16:00.20

493 MXuiew Serer 192 168 127 2 Informatinn Device ICMP reachable  2010-10-29 160020 ot

| T 0445 | Managed Deviges (Curreri/ Wax) : 32120 o
8158 I |4 i
| , =
! Seznam udalosti
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Funkce MXview

Webove u ivatelské rozhrani
P ehled sit

Signalizace udalosti
Monitorovani provozu v siti
Sprava za izeni

Vicejazy naverze
e Aktualn angli tinaa instina
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Weboveé u ivatelsk é rozhran i

Lokalni nebo vzdaleny p istup p es webovy prohli e
Maximaln 3 vzdaleni klients

IP adresa lokalniho PC: 192.168.10.1 | I IP adresa lokalniho PC : 192.168.20. 1:

, Lokalni IP adresa pro MXview: : ' Vzdalena IP adresa pro MXview: |
http://127.0.0.1 (local host) | http://192.168.10.1 |

|

. |

MXview |

= : — 3 |

- ' "1; I

. - - |

Server/ Local User &= = Remote User :
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Sprava sit

Analyza sit
« Vyhledavani za izeni v siti
e Cross LANs

Manualni konfigurace
* Dopln ni za izeni, kresleni linek...

Znazorn ni topologie
 Podpora LLDP

Automatické generovani schématu sit
Mo nost Upravy rozmist ni ikon ve schematu

Export schématu topologie
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Nahled topologie s i

Automaticka detekce
| o

19216812?35'

Automaticke
VYKreSIeni .. ’EE ........................

192168127 42
Lacation?

92168.127.36
Ring3-45

192168127 4

192168 127.34 Location3

Ring35

#X Discovering Devices Tail 192 160,127 44

5 Locationd
Scanning 100%
F

19215312?1 19216812?45

Switch Location Switch Location

192.168.127.45 (EDS-4084)
182.168.127.101 (EDS-405A)
192.168.127.102 (EDS-4084)
192.168.127.103 (ED5-516A-MM-SC)
192.168.127.105 (EDS-510A-15T25FP)
192.168.127.160 (EDS-608)
192.168.127.162 (EDS-4084)
192.168.127 163 (EDS-408A)
192.168.127.235 (EDS-G509)
192.168.127.236 (EDS-G509) E 192 168 127.33
192.168.127 238 (EDS-5164-55-5C) Switch Location
Discovery finished

|

J B

192.168.127.31
Ring21

(4]l
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Nahled topologie s it

Vytva eni zastupc pro asti
Sit

: 192AB8127 1. oy
|
E& "'

102168 127.36 :
Ring:4s

i

i

ky i

192,168,127, 34 i
Ring3-5 ‘ﬂ E

192168127 35
Switch Location

192168127 1
Switch Location
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Hlaseni udalost i

T 1 rovn udalosti
o Kritické Jll Varovné Informa ni [l

Udalosti

* Nedosa itelné za izeni SNMP/ICMP

 Power on/off

e Link down

« Datovy tok na portu p es/pod % rozhodovaci urovn
 Po et chyb na portu % rozhodovaci Grovn

 Po et kolizi na portu % rozhodovaci urovn

Akce
 SMS zprava, e-mail, spust ni aplikace, p ehrani zvuku
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Hlaseni udalosti

e mmm e e e e e e e - - — -
I
1

Odpojeni
' za izeni nebo
' linky

______________________________________________________________

| 1
' |
I
' Seznam :
+ udalosti :
: |
I I
I |
1 |

______________________________________________________________



Monitorov ani p enosu dat

Statistiky komunikace z  ita  jednotlivych
p epina

Samostatn prokadysm r

Statistiky p enos
« Zati eni port
« Po etchyb
 Po etkolizi

Nastaveni rozhodovacich urovni
e Alarmova hlaseni



dat

Vé

ani p enosu

Monitorov

azeni podle
dn

Denni zaznam
komunikace



Sprava za izeni

Za izeni spravovana v MXview
e Za izeni Moxa a jina za izeni

Monitorovani za izeni

e Parametry
 SNMP polling
e ICMP ping

Konfigurace za izeni

 Pouze za izeni Moxa

* Import/Export konfigura nich soubor
e Upgrade firmware

* Update dokumentace (format pdf)



Sprava za izeni

-

\——————-'

Scanovani sit
ICMP

e Ov ovani stavu

SNMP Polling
» Ziskani parametr



Verze MXview

Bezplatna verze
« Neomezené pou iti do 20 uzl

Licensovaneé verze

50 uzl
100 uzl
250 uzl
500 uzl
1000 uzl
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Zabezpe enisit : EDR-G903

e Redundance
 Firewall
e NAT

‘ Centralizovana sprava sit
 MXview

Ethernetova redundance Moxa
* P ehled a srovnani technologii

Shrnuti



Po adavky na s i ovou redundanci v

pr myslu
Nep etr ita dostupnost si  ovych za izeni (obnova
komunikace v adech ms i v rozsahlych sitich)

Odolnost sit  proti p eruSeni si ovych cest/
porucham si ovych prvk

Automatickd obnova komunikace bez zasahu
udr by ==
Automatické oznamovani poruchovych s@/%

Ve

Flexibilni topologie S

.
’

U

| |-

|
v

é- -
[~ Bl—_,

Iz



TurboRiINg

jeden p epina
je master a
blokuje jeden
SV | port
blokovany port
je zaloha
obnovitelna do
20ms



Porovn ani TurboRINg s jinymi

redundantn imi protokoly

garantovana rychlost obnovy
men ne 20msp |
maximalnim po tu 250

p epina v kruhu

protokol

STP

RSTP

jiné
kruhové
redund
ance

Turbo
Ring v2

rychlost obnovy

>30s

>5s

~300ms

<20ms




Testov ani TurboRinNg

rychlost obnovy mén

ne 20ms p imaximalnimpo tu
250 p epina v kruhu




Dual Ring

dual Ringumo  uje
oropojeni dvou kruh

pez pot eby dalSich
=3 =

r R Dort  a spoj
/
p——"=" -

=" =" =

E ’

. 4@7»’




TurboChain

Turbo Chain umo  uje propojit

n kolik kruh bez pot eby dalSich
port nebo spoj

tail p epina tvo i
zalohu s obnovou
spojeni do 20ms

—y

R




Flexibilita redundance
TurboChalin

y—a— N

P ipojeni k

e jednomu p epina i

e RSTP

e jinému
redundantnimu

protokolu (Siemens -
Hirschmann ring)

e TurboRing &
TurboChain

» jakakoli si se
znamymi
protokoly

=

-



Ring Coupling

~

R ring coupling
umo uje propojeni

____—_’E _’ n kolika kruh
C SIS ring coupling

. poskytuje
_g/~ %7 redundanci linek
ochrana proti
y—=" _g?\ poru§e celého
AR P epina €
/
iﬁ~ ==



Program

Zabezpe enisit : EDR-G903

e Redundance
 Firewall
e NAT

Centralizovana sprava sit
 MXview

- Ethernetova redundance Moxa
* P ehled a srovnani technologii

Shrnuti



Shrnut i

Pr myslovy zabezpe ovaci router EDR-G903
bezpe n odd luje kritickou pr myslovou si
od podnikové sit  a ve ejného internetu

Software Mxview pro centralizovanou spravu
sit umo uje p ehlednou kontrolu nad siti z
jednoho pracovist v etn vzdaleneho

p istupu

Pr mysloveé redundantni technologie  zajiS uji
nep etritou dostupnostsi  ovych za izeni



T Sime se na spolupraci

ELVAC a.s.
Hasi ska 53, 700 30
Ostrava-Hrab vka

Tel.: +420 597 407 100

Fax: +420 597 407 102

E-mail: info@elvac.eu
www.elvac.eu



